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An optical experimental technique based on dynamic visual cryptography is proposed for the optical
assessment of chaotic oscillations. The secret image is embedded into a single cover image which is fixed
onto the surface of the oscillating structure. It is demonstrated that this visual scheme is applicable for
the assessment of chaotic oscillations even though time-averaged moiré fringes do not form when the
encoded cover image is oscillated by the chaotic law. The decoding process is completely visual - a
simple visual inspection can be used to determine if the parameters of the chaotic oscillations are kept in

© 2013 Elsevier Ltd. All rights reserved.

1. Introduction

Visual cryptography is a cryptographic technique which allows
visual information to be encrypted in such a way that the
decryption can be performed by the human visual system, without
the aid of computers. Visual cryptography was pioneered by Naor
and Shamir in 1994 [1]. They demonstrated a visual secret sharing
scheme, where the secret image was broken up into n shares so
that only someone with all n shares could decrypt the image,
while any n—1 shares revealed no information about the original
image. Many advances in visual cryptography have been done
since 1994. Visual cryptography for color images has been pro-
posed in [2,3]. Ideal contrast visual cryptography schemes have
been introduced in [4]. A general multi-secret visual cryptography
scheme is presented in [5]; incrementing visual cryptography is
described in [6]. A new cheating prevention visual cryptography
scheme is discussed in [7]. The concept of dynamic visual
cryptography was introduced in [8]. This method is based not on
static superposition of shares, but on time-average geometric
moiré applied for a single encoded image. This method generates
only one cover image and the secret image can be interpreted by
the naked eye only when the encoded cover image is harmonically
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oscillated in a predefined direction at pre-set amplitude of
oscillation. Additional image security measures are implemented
in [9,10], where the secret image is leaked in a form of a pattern of
time-averaged moiré fringes only when the encrypted cover image
is oscillated according to a predefined law of motion.

Visual cryptography has been used in a number of important
information security applications. In particular, dynamic visual
cryptography has been successfully exploited for optical control of
harmonically vibrating systems and vibration generation equip-
ment [11]. But it is well known that a periodic force applied to a
nonlinear system can cause a chaotic response. The damped and
harmonically driven nonlinear pendulum is a paradigmatic model
exhibiting such phenomena as frequency-locking and chaos [12].
In general, such complex chaotic responses can be observed in
many different systems - including biological, chemical and, of
course, technical systems [13,14]. A computational framework for
digital implementation of dynamic visual cryptography based on
chaotic oscillations is presented in [15]. But an effective experi-
mental implementation of a chaotic visual cryptography remains
an open question.

Thus, the main objective of this paper is to investigate the
feasibility of chaotic dynamic visual cryptography where the time
function determining the deflection of the encoded image from
the state of equilibrium is a Gaussian process with zero mean and
pre-determined variance.

This paper is organized as follows. The optical background and
main relationships are discussed in Section 2; the encoding
scheme used for dynamic visual cryptography is described in
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Section 3; results of computational experiments are presented in
Section 4; the experimental implementation of dynamic visual
cryptography is described in Section 5; experimental results are
discussed in Section 6; concluding remarks and the discussion on
other potential applications of the presented technique are given
in the concluding section.

2. Optical background
One-dimensional harmonic moiré grating reads
1 1 . /2=
F(x)= 5 + 3 sin (72() (1)

where x is the longitudinal coordinate; A is the pitch of the moiré
grating; 1 corresponds to white color; 0 corresponds to black color
and all intermediate values correspond to an appropriate
grayscale level.

Time-average geometric moiré is an optical experimental
method when the moiré grating is formed on the surface of an
oscillating structure and time averaging techniques are used for
the registration of time averaged patterns of fringes [16]. Let &(¢) is
a function describing dynamic deflection from the state of equili-
brium (¢£=0 corresponds to the state of equilibrium; ¢t is time).
Then, time-averaged image of the moiré grating reads

— o1 T
F() = Jim 1 /O F(x—&t)dt @

where T is the exposure time.
A periodic moiré grating can be expanded into the Fourier
series

F(x) = o + Eio (ak cos <2ka> +by sin (2—ﬂkx>> A3)
2 k=1 4 4

where 2 is the pitch of the grating. Let us denote p.(x) as the
density function of the time function &(t). In other words, p.(x)
describes the statistical distribution of the deflection from the
state of equilibrium. It is shown in [9] that if p.(x) is a symmetric
function, then the time averaged image of the moiré grating
oscillated according to the time function &(t) (as the exposure
time T tends to infinity) reads:

F(x)= ajo + ’:Zo:o (ak cos (z%kx> +by, sin (27”kx>)l’5 <ZT”k> 4)
=1

where P; is the Fourier transform of p:(x). In other words, the time
averaged image is blurred according to the function p.(x) - it is a
convolution of the static moiré grating and the uni-directional
point spread function defining the motion around the state of
equilibrium. It is shown in [15] that the Fourier transform of the
Gaussian density function representing stochastic oscillations
around the state of equilibrium reads

n25) ()

where ¢ is the standard deviation of the Gaussian process.

A harmonic moiré grating comprises an array of parallel lines.
Then, the coefficients of the Fourier expansion read (Eq. (1)):
ap=1; a1 =0.5; a3, =0 by,  =0. Thus the envelope function
characterizing the decay of the contrast of the time-averaged
moiré grating blurred by chaotic oscillations reads [15]

- 1 1 1 /2no
E(0)=§ijexp(*§(7>) (6)
note that no time-averaged fringes are formed by chaotic oscilla-

tions - the moiré grating is monotonically blurred as the standard
deviation ¢ is increased (Fig. 1). Really, the sharp image of the
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Fig. 1. The schematic diagram illustrating the experimental implementation of
chaotic visual cryptography: the gray horizontal band illustrates the region where
the time-averaged image is interpreted as a fully developed fringe; thin solid lines
and thin dashed lines show the decay of the envelope function corresponding to
pitches 1o and A; accordingly; thick vertical dashed lines denote the region of &
which is applicable for chaotic visual cryptography.

static harmonic moiré grating is produced at ¢ =0

= 1 1 27

F)|,_g=35+35 cos (7") 7

and the time-averaged image is completely blurred out as ¢ — oo

Fol, .= ®)
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3. Dynamic visual cryptography based on chaotic oscillations

The concept of dynamic visual cryptography is introduced in
[8] and is based on the formation of time averaged moiré fringes in
zones occupied by the secret image when the cover image is
oscillated in a predefined law of motion (pitches of moiré gratings
are slightly different for the secret and the background image).
The law of motion &(t) is now assumed to be a Gaussian process
(since we consider chaotic oscillations). The decay of the modulat-
ing envelope function E(s) at 19 =22¢=594mm and at 1; =
20e =5.4 mm is illustrated in Fig. 1 by thin solid lines and thin
dashed lines accordingly (e is the size of the pixel and is equal to
0.27 mm). The horizontal dashed line is located at 0.5 and denotes
the center of a time-averaged moiré fringe (time-averaged fringes
become fully developed at ¢ — c0). A 25-width band around 0.5 is
marked by a light gray color in Fig. 1; here § stands for the blur
level which is interpreted as a fully developed fringe by a human
visual system [11]. In other words, the s-region between two thick
vertical lines (Fig. 1) is applicable for visual cryptography based on
chaotic oscillations. The time averaged image of the moiré grating
with 1p-pitch will be interpreted as an interference fringe, and the
moiré grating with A,-pitch will not be interpreted as an inter-
ference fringe in that range of o.

In that respect the way how the secret image is leaked by chaotic
dynamic visual cryptography is different from dynamic visual
cryptography based on periodic oscillations [8]. Periodic oscillations
can be used to leak the secret from the cover image in two different
modes. Time-averaged fringes may form in the regions occupied by
the secret image while a coarse time-averaged image is left in the
background. Alternatively, time-averaged fringes may form in the
background and a coarse time-averaged image is left in the regions
occupied by the secret image - the formation of time-averaged
fringes depends on the amplitude of harmonic oscillations. But
chaotic dynamic cryptography does not allow such “flipping” of the
time-averaged image. If the pitch of the moiré grating is higher for
the secret than for the background image, then time-averaged
fringes could form only in the background. If time-averaged fringes
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Fig. 2. Motion blur induced by chaotic oscillations for two different moiré gratings.

would form in the region occupied by the secret, they would also
necessarily form in the background (Fig. 1) and visual decryption of
the secret image would be impossible.

Note that the frequency of harmonic oscillations does not have
any influence to the formation of time-averaged moiré fringes [16].
Nevertheless, this frequency must be high enough if the decoding
is performed by a naked eye (the human visual system interprets a
time-averaged fringe when the eye cannot follow the rapid
oscillatory motion of the cover image) [8]. On the other hand,
the exposure time must be long enough to accommodate a
sufficient number of periods of harmonic oscillations if the time-
averaged image is to be acquired by a photographic camera
(analog or digital).

The situation is completely different when oscillations are
chaotic. There are no longer any periods of oscillations. Time-
averaged moiré fringes do not form at all when the cover image is
blurred by a uni-directional chaotic law [15].

A computational illustration of the motion blur induced by
chaotic oscillations is presented in Fig. 2. A paradigmatic nonlinear
pendulum model with harmonic forcing [12] is exploited for the
computational simulation of chaotic oscillations (Fig. 2C). Two
moiré gratings with different pitches are used in parts A and B
(Fig. 2); the exposure time varies from zero to 300 time steps
along the x-axis. High contrast moiré gratings can be observed at
the left parts of the time-averaged images. Both images (A and B)
are eventually blurred out as the exposure time tends to infinity -
but this process is different for different gratings (though the time
history of nonlinear oscillations is identical).

Fig. 2 helps to reach two important observations. The first one
is directly associated to the results presented in Fig. 1 - the motion
blur induced by chaotic oscillations is different for different moiré
gratings. The second one is important for the practical implemen-
tation of chaotic visual cryptography - finite exposure times are
well applicable for these purposes too.

4. Computational experiments

The image encoding scheme used for the formation of the cover
image for dynamic visual cryptography applications is based on
stochastic initial phase deflection and boundary phase regularization
algorithms [15]. A one-dimensional moiré grating with the pitch
2o = 20e = 5.4 mm is used for the background and the moiré grating
with the pitch equal to 41 =22¢=5.94 mm is used for the regions
occupied by the secret image. Such encoding scheme allows hiding
dichotomous pictures in the cover image. Note that the direction of
deflections of the cover image from the state of equilibrium must be
uni-directional and that direction must coincide with the long-
itudinal axis of the one-dimensional moiré grating.

The secret image is illustrated in Fig. 3A; the encoded cover
image is shown in Fig. 3B. Note that a single cover image is used as
a carrier of the secret visual information - the secret cannot be
leaked from a static image (Fig. 3B). A number of computational
experiments are performed by assuming that the cover image is
oscillated according to the random time function &(t) (the statis-
tical standard ¢ is set to different values in parts C, D and E). The
built-in random Gaussian number generator is used for building a
discrete sequence of numbers with zero mean and standard equal
to ¢. Every random number defines the magnitude of deflection of
the cover image from the state of equilibrium in the direction of
moiré grating lines. The exposure time is set to 1000 discrete time
moments — 1000 deflected copies of the cover image are used to
construct time averaged images illustrated in Fig. 3 parts C, D and
E. The secret image is almost un-interpretable in Fig. 3C - the
standard ¢ =1.75 is clearly too small (time-averaged fringes do
not form neither in the background, nor in the region occupied by
the secret image). This situation corresponds well to computa-
tional results presented in Fig. 1 - the values of the envelope
function E(1.75) do not fit into the double s width corridor at
o=1.75. The secret image is leaked in Fig. 3D - time-averaged
fringes are well developed in the background but are not fully
developed at ¢ =2.5. Note that the pitch of the moiré grating is
higher in the areas occupied by the secret image than in the
background (49 < 41). But the rate of the decay of the envelope
function E(c) is inversely proportional to 4 (Eq. (6)). The value
o = 2.5 fits into the zone applicable for chaotic visual cryptography
(Fig. 1). A nearly-developed time-averaged moiré fringe can be
observed in the background in Fig. 3D (while the time-averaged
image in the zones occupied by the secret information is still
coarse). Finally, the secret image is almost un-interpretable again
at ¢ = 3.25 where time-averaged moiré fringes are fully developed
both in the background and in the region occupied by the
secret image.

The visually decoded secret image in Fig. 3D can be highlighted
by using contrast enhancement techniques [17] - the resultant
image is shown in Fig. 3F. Note that any contrast enhancements
would not help to leak the secret from the encoded static cover
image shown in Fig. 3B.

5. The experimental set-up

As mentioned previously, chaotic visual cryptography (as any
visual cryptography scheme) requires special digital algorithms to
encode the secret image - but the decoding process is a completely
visual procedure which does not require a computer. The encoded
cover image can be fixed onto the surface of a structure which
performs chaotic oscillations.

The experimental setup for the implementation of this decod-
ing technique does comprise two basic elements: a shaker table
and an ordinary optical camera (Fig. 4). The encoded image is
printed using an ordinary digital printer and is glued onto the
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Fig. 3. Encoding and visual decryption of the secret image. The secret image is shown in A; the encoded cover image is shown in B; time-averaged cover images at ¢ = 1.75;
o=2.5 and ¢ =3.25 are illustrated in C, D and E respetively; the contrast enhanced image of D is shown in F.

B

Fig. 4. The general view of the experimental setup is shown in part A; a lightweight piezoelectric accelerometer is used to monitor the vibration of the shaker table (part B).

surface of a rigid structure which is fixed to the head of the shaker The schematic diagram of the experimental setup is shown in
table. It is important to check that this rigid fixture would not Fig. 5. The shaker table TIRAvib 50300 is controlled by the amplifier
possess structural resonances at the pre-determined range of TIRA BAA 2000-E. We use Esser-Audio filtered noise generator soft-
excitation frequencies - the visual decoding procedure is based ware to produce the white noise, pass it through the low pass filter
on in-plane (not out-of-plane) oscillations [11]. (the range is set to 0-100 Hz) and feed the signal into the amplifier.
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The embedded cover image and the Endevco 2225 lightweight piezo-
electric accelerometer (sensitivity 0.07655 pC/m/s) is mounted on the
head of the shaker table and connected to the Pulse Multi-analyzer
system Type 3560 via charge to voltage converter Type 2647A
(amplification 1 mV/pC); the whole process is controlled by Bruel &
Kjaer Pulse LabShop. Thus, we do not only generate low frequency
chaotic oscillations, but also control the instantaneous waveform of
the generated motion of the shaker table. In other words, it is possible
to set, monitor and control the parameters of chaotic oscillations.

133

6. Experimental results and discussion

The same encoded image (as shown in Fig. 3B) is glued to the
vertical holder plate attached to the head of the shaker
table (Fig. 4). The filtered noise generator is set to generate 30 s
duration white noise signals in the loop mode and pass it through
the low-pass filter (the peak frequency located at 30 Hz). The low-
pass filter is used in order to mimic nonlinear chaotic oscillations
of mechanical systems (it is clear that a shaker table would not be

( I N\
Accelerometer Converter Signal Analyzer Pulse Software
2225 2647A System 3560C LabShop
. T J l J x
( ) )
Shaker Table Amplifier TIRA Computer ¢
TIRAvib 50300 BAA 2000-E Sound Card <
- /
Y
,4— -
Cover image Software esserAudio
9 Filtered Noise Generator
R | A
Fig. 5. The schematic diagram of the experimental setup.
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Fig. 7. The time plot from the piezoelectric accelerometer mounted on top of the shaker table (A) and the spectrum of the recorded signal (B); the maximum of the spectrum

is denoted by a dashed line.
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capable reproducing 10 kHz oscillations). The snapshot of the
input signal to the TIRA amplifier is shown in Fig. 6.

The generated motion of the shaker table is registered by the
piezoelectric accelerometer (Fig. 4); the time plot of the recorded
signal is shown in Fig. 7A. Finally, the spectrum of the recorded
signal is illustrated in Fig. 7B - it can be clearly seen that the
maximum is reached at 22 Hz that almost corresponds to the peak
frequency of the low-pass filter.

The applicability of dynamic visual cryptography for the control
of periodic oscillations is investigated in [11]. Note that the
frequency of harmonic oscillations does not have any influence
to the formation of time-averaged moiré fringes - the exposure
time just must be long enough to accommodate a sufficient
number of periods of harmonic oscillations. It has been observed
in [8,9] that 25-30Hz is a sufficient frequency of harmonic
oscillations to produce a well-interpretable secret image to a
naked eye. That also explains the applicability of dynamic visual
cryptography for chaotic oscillations. Chaotic visual cryptography
would not be functional if the main peak of the spectrum of the
chaotic signal would be located at, for example, 0.1 Hz - a naked
eye would not be able to average slowly moving cover image. The
time-averaged image does form when the eye cannot follow rapid
oscillatory motion of the cover image.

The same holds for the digital camera. The exposure time
should be long enough to accommodate a sufficient time interval
representing the oscillatory motion of the cover image. The
exposure time equal to 0.63 s (as shown in Fig. 7A) does represent
a typical waveform of the reproduced chaotic motion and is
sufficient to interpret the secret embedded image (Fig. 8). It can
be noted that images interpreted by a naked eye are in general
much better than recorded by the digital camera (due to compara-
tively short exposure times).

A

Fig. 8. Time averaged experimental images do reveal the secret image embedded
into the cover image.

The parameters of the input signal are not changed during the
experiment - the only parameter we did vary is the amplification
of the control signal. The cover image remains static when the
amplification is zero - then the secret image is not leaked from the
cover image. The standard of the stochastic random variable
representing chaotic oscillations increases as the amplification is
enlarged. The secret image already can be interpreted in Fig. 8A -
but time-averaged fringes are not developed neither in the zones
occupied by the secret image, nor in the background. The secret
image becomes clearer when the amplification is increased
(Fig. 8B) — though time-averaged fringes are also not yet fully
developed in the background.

7. Concluding remarks

Dynamic visual cryptography has been successfully used for
optical control of vibration generation equipment. This whole-field
non-destructive zero-energy method can be effectively exploited
for optical assessment of different vibrating structures. The basic
idea of this optical assessment technique is based on the fact that
sophisticated computational tools are required to encode the
secret image, but the decoding process is completely visual.

But it is well known that even a harmonic forcing of a nonlinear
system may result in a complex chaotic response. And though the
optical technique proposed in [11] does not depend on the frequency
of periodic oscillations, it is not applicable for chaotic oscillations
(the amplitude of oscillations cannot be preserved to be constant).
This paper presents an important advancement which does allow
applying dynamic visual cryptography for chaotic oscillations. Theo-
retical analysis does show that chaotic oscillations do not generate a
pattern of time-averaged interference fringes - the time averaged
image is continuously blurred as the intensity of chaotic oscillations
is increased. But this rate of the contrast decay is sensitive to the
pitch of the moiré grating in the static cover image. This optical effect
allows the construction of a visual cryptography scheme which is
able to leak the secret when the cover image is oscillated by a chaotic
law. Moreover, the sizes of the pitches of moiré gratings used to
encode the secret image can be preselected in such a way that the
secret is leaked only at the predetermined intensity of chaotic
oscillations. Different decay rates of the envelope function character-
izing the formation of the time-averaged moiré fringes in the
background and in the areas occupied by the secret image enable
effective visual decoding of the embedded dichotomous image.

It is well known that motion induced blur can be used for the
identification of the motion itself [18,19]. The proposed optical
technique is not based on any de-blurring or trajectory reconstruc-
tion methods. Chaotic oscillations are assessed by direct optical
interpretation of the time-averaged image.

Also, it is well known that optical techniques can be used to
illustrate or even to simulate chaotic processes. A typical example
is the famous optical demonstration of fractal geometry [20]. The
proposed optical technique is completely different - no mirrors or
composite images are used. But this optical technique still can be
effectively used to assess chaotic processes by a naked eye. One
can print a cover image on a sticker and glue it on a surface of a
structure which must be monitored. The embedded secret image
will be leaked only when this structure will perform predefined
chaotic oscillations. Such engineering applications of the proposed
optical technique are a definite topic of future research.
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