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1. Introduction

The understanding of evolution of spatial patterns in simple systems remains an active research area. One of the classical
models of irregular spatiotemporal patterns emerging dynamically from a spatially homogeneous initial state comprises a
simple reaction-diffusion system with finite amplitude perturbations [ 1]. Small perturbations of initial states play a central
role in the initiation of pattern formation process, whereas spontaneous self-organization yields patterns in a purposeful
manner without external stimulation [2]. The diffusion of the competing species (under suitable conditions) can drive
symmetry breaking in the initial homogeneous configuration [3]. Typically, situation-dependent necessary conditions must
be enforced in order to ensure the emergence of spatial patterns from homogeneous initial conditions [4].

It is well known that spatial self-organizing patterns can be effectively used for hiding secret visual images. A digital
fingerprint image is used as the initial condition for the evolution of a pattern in a model of reaction-diffusion cellular
automata [5]. A secure steganographic communication algorithm based on patterns evolving in a Beddington-de Angelis-
type predator-prey model with self- and cross-diffusion is proposed in Ref. [G]. Self-organizing patterns induced by complex
interactions between competing individuals and described by evolutionary spatial 2 x 2 games are exploited for hiding
and transmitting secret visual information in Ref. [7]. It is natural to expect that other nonlinear models of self-organizing
systems could be also applicable for hiding secret visual images.
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The main objective of this paper is to seek such a nonlinear self-organizing system which would enable to construct
a relatively simple but computationally effective visual communication algorithm. At least 10 000 time forward iterations
are required for the reaction-diffusion model in Ref. [6] to exhibit an interpretable pattern. The inversion of a single pixel
in the dichotomous random image of initial conditions does not result into any changes in the difference image in the
communication algorithm proposed in Ref. [7]. This fact is based on the property of evolutionary spatial 2 x 2 games where
the strategy of a single individual does not determine the resulting strategy of the whole population.

An effective application of a communication algorithm based on self-organizing patterns needs to satisfy several impor-
tant requirements. First of all, this algorithm should be steganographically secure. Image steganography is the science of
concealing secret images within other digital cover images [8]. The advantage of steganography, over cryptography alone, is
that steganography can be said to protect both messages and communicating parties, whereas cryptography protects only
the contents of a message [9]. Secondly, the secret visual information should be encoded in the random image of the initial
conditions by using slight modifications of only several individual pixels; all modifications should be lower than the noise
level of the initial conditions. Finally, the communication algorithm should be computationally effective—the number of
time forward steps used for the development of self-organizing patterns should be small. Clearly, all existing communication
algorithms based on self-organizing patterns do not satisfy all three requirements. The algorithm in Ref. [5] is not stegano-
graphically secure because distinct visual patterns are not hidden in cover images. Visual patterns can draw attention from
eavesdroppers and thus are prone to being thoroughly analyzed and uncovered (in other words the principles of steganogra-
phy fail to hold). The technique in Ref. [6] requires a large number of time forward steps and is not computationally effective;
the method in Ref. [7] requires the modification of large blocks of pixels in the random image of initial conditions.

This paper is organized as follows. The model of the system is presented in Section 2; the communication scheme is
presented in Section 3; the sensitivity of the scheme to the perturbation of the systems parameters is discussed in Section 4;
concluding remarks are given in the final section.

2. The model of the system

Let us consider a one-dimensional unimodal mapping in the form f (x) = x - F(x) where F : R — R is a smooth mapping.
We will use F(x) = A(1 4+ x?) named after Maynard Smith [10] where parameters A and b are positive constants.

A two-dimensional generalization of this mapping with the introduction of the competitive aspect to the model, gives
the time evolution of a particular state x(t) at time ¢ on a rectangular domain [1; L] x [1; L,]:

Xij (t+ 1) =X (t) - F[x5(0) + o - Zy5(0)] (1)
where
Ti= Y X,
60 (2)

k=mod(i+p—1,L)+1;1=mod(j+q—1,L)+1

is the sum of adjacent elements in the 8-element Moore neighborhood of the element x; j(t); « is a nonnegative parameter
that represents the strength of the competitive interaction between neighboring elements. Note that the local site dynamics
are coupled through a competitive, rather than diffusive, interaction. 2D periodic boundary conditions are assumed; L, and
L, define the number of elements in the rectangular domain. Note that every element x; ; represents a single pixel of a digital
image.

Competitively coupled maps are based on interactions between discrete neighboring nodes. These interactions are
usually interpreted as the competition from the physical (or biological) point of view. In terms of steganography, it is always
important to take into account algorithmic aspects of the evolutionary model—such as feasibility, computational efficiency
and complexity, memory and time requirements. A large variety of different evolutionary models exhibiting interesting
behavioral aspects does exist. However, competitively coupled maps are relatively simple yet robust and computationally
effective models capable of producing stationary patterns from homogeneous initial configurations—and therefore are well
suited for the considered steganographic application. Moreover, competitively coupled maps presented in Ref. [10] do
produce complex spatial patterns even when the dynamics at each node is trivial (the local dynamics of an isolated node
does exhibit a stable fixed point). This is in stark contrast to conventional diffusively coupled map lattices where trivial
dynamics of a node can only result in a spatially homogeneous state [11-13].

2.1. Initial conditions

Initial states of all elements are set as randomly distributed numbers over the interval [0, 1]. The chaotic logistic map [ 14]
could be used for the efficient generation of these states—communicating parties can share only the initial condition of the
logistic map instead of sharing initial states of all elements in the domain. Iterated values of the logistic map

Qi =4a; (1 — a) (3)
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Fig. 1. Pseudorandom initial conditions generated sequentially by the logistic map; the initial value ay = 0.05; dimensions Ly = L, = 200.

a

Fig. 2. Patterns produced by the Maynard Smith map depend on the system’s parameters. The set of parameters . = 5, = 0.25,b = 1 does not
produce an interpretable pattern even after 300 iterations (parta). . = 4, « = 0.26, b = 2 produce an interpretable pattern after 300 iterations (part b).
A =7,a =0.3,b = 4alsoresult into a developed pattern after only 6 iterations (part c). All three patterns are generated from the same initial conditions
in Fig. 1.

are used to fill the consecutive elements of 200 x 200 domain (the initial digital image is illustrated in Fig. 1). And though
the logistic map is used in many image encryption algorithms [15,16], it has some drawbacks as a relatively small key space
and non-uniform distribution of sequences over the interval [0, 1] (these defects may be utilized by the attackers). The
intertwined logistic map [17] could be used in order to overcome all the drawbacks of the logistic map. Nevertheless, we
continue computational experiments with the standard logistic map.

2.2. Self-organizing patterns

It is clear that the parameters of the Maynard Smith function (A and b), the strength of the competitive interaction
between neighboring elements o and the number of iterations n have a strong effect on the formation of self-organizing
patterns given a spatially homogeneous initial state. Different combinations of these parameter values result into the
formation of different patterns (or even the absence of interpretable patterns at all)—some typical situations are illustrated
in Fig. 2. The set of parameters A = 5, « = 0.25, b = 1 does not produce an interpretable pattern even after 300 iterations
from the initial conditions shown in Fig. 1 (Fig. 2(a)). Parameters A = 4, « = 0.26, b = 2 yield an interpretable pattern
after 300 iterations (Fig. 2(b)) from the same initial conditions. Finally, A = 7, = 0.3 and b = 4 also result into a
developed pattern but after only 6 iterations (Fig. 2(c)) from the same initial conditions. The size of all digital images in
Fig. 2is Ly = L, = 200; periodic boundary conditions are set along the borders of the image.

3. A communication scheme based on self-organizing patterns

Self-organizing patterns (SOP) can be efficiently exploited as cover images for the transmission of secret visual
information. The communication scenario between the Sender and the Receiver can be described by the scheme below
(see Steps 1-6).

Sender and Receiver can use an asymmetric (arbitrary) protocol in order to determine the initial value ag, and the number
of time-forward iterations n for SOP generation (parameters of SOP A, o, b, Ly, L, must be predetermined beforehand).
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Fig.3. The difference image between the patterns produced by random initial conditions and modified initial conditions by the dot-skeleton representation
as shown in part (a). Column 1 represents the set of parameters . = 5, « = 0.25, b = 1; column 2—the set of parameters A = 4, « = 0.26, b = 2; column
3—the set pf parameters A = 7, « = 0.3, b = 4. Difference images are presented in row (b); difference images with enhanced contract in row (c). Parameter
sets in columns (1) and (2) do fail to recreate the hidden information, while the parameter set in column (3) produces a satisfactory result.

1. Sender generates the pseudo-random matrix of initial conditions (as introduced in Section 2.1) by using the Logistic map
and the value ay; the size of the matrix is Ly x Ly.

2. Sender modifies the pseudo-random matrix of initial conditions by adding or subtracting a small number § to/from some
pixels. Usually, § is much lower than the range (the difference between the highest and the lowest values) of the initial
conditions.

3. Sender executes the SOP n forward iteration algorithm (as introduced in Section 2.2) starting from the modified initial
conditions and sends the SOP image to the Receiver.

4, Receiver generates the pseudo-random matrix of initial conditions by using the Logistic map and the value ay; the size
of the matrix is Ly x L, (this is an identical image to the one generated by the Sender in Step 1).

5. Receiver executes the SOP n forward iteration algorithm starting from the non-modified initial conditions.

6. Finally, the difference between the SOP image produced by the non-modified and modified initial conditions reveals the
secret.

It is worth noting that instead of the whole dichotomic silhouette of the secret image one may use skeleton dots
corresponding to the contour instead (the dot-skeleton representation of the secret image).

It is clear that not all values used as SOP parameters (A, «, b) would be applicable for such a communication scheme
(even if the values of parameters do ensure the evolution of a well-developed SOP). Let us assume that a dot-skeleton
representation of the secret image is a regular array dots (Fig. 3(a)). We set § = 0.01 and modify the image of pseudorandom
initial conditions in Fig. 1 by randomly adding or subtracting 0.01 to/from the grayscale level of corresponding pixels. Note
that the values of pixels generated by the chaotic Logistic map are distributed in the interval [0, 1]—thus all perturbations
we make are much weaker than the noise level of the initial conditions.

It is natural to expect that the first parameter set used in Fig. 2 would not produce any interpretable pattern in the
difference image—the perturbation in the initial conditions causes some uninterpretable fluctuations in the difference image
(Fig. 3(b), column 1). The contrast of the difference image can be sharpened using digital morphological operations (Fig. 3(c),
column 1)—but the difference image is still uninterpretable.

But, surprisingly, the second parameter set used in Fig. 2 does not produce any meaningful information either (Fig. 3(b)
and (c), column 2). However, the third set of parameters does produce an interpretable pattern in the difference image
(Fig. 3(b) and (c), column 3).

Fig. 4 illustrates the formation of two parallel lines in the difference image from the dot-skeleton representation of these
lines in the random image of initial conditions. It is clear that different distances between dot-skeleton points may not
result into the formation of continuous lines in the difference image. Thus, the optimal density of dot-skeleton points for
the formation of continuous line-type objects in the difference image is 10 pixels; note that the width of the resulting lines
is about 13 pixels (Fig. 4 part (a)).

Finally, the communication scheme based on SOP generated by competitively coupled maps can be illustrated by the
following flow chart diagram in Fig. 5. The original secret image is shown in part a; the dot-skeleton representation of the
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a b c

Fig. 4. The optimal density of dot-skeleton points in case of parameters n = 6, Ly = L, = 50, A = 8, o = 0.3, b = 4. Figures in the upper row show the
dot-skeletons, figures in the lower row illustrate the highlighted difference images. Distances between skeleton dots in cases (a), (b) and (c) are 10, 12 and
14 respectively.

Sender

(b) (d) (M )

Fig. 5. Flow chart diagram of the communication algorithm. Original image (a); dot-skeleton representation (b); initial conditions (c); perturbed initial
conditions (d); cover image (e); perturbed self-organizing pattern (f); perturbed cover image (g); self-organizing pattern (h); difference image (i).

secret image is shown in part b. The sender retrieves the parameter ay and generates the random image of initial conditions
by using the Logistic map (part c). The dot-skeleton representation of the secret image is embedded into the random image
of initial conditions by randomly adding or subtracting 0.01 to/from the corresponding pixels of the random image (part d).
Note that all deformations of the image of initial conditions are far below the noise level.

Next, the sender executes the pattern formation algorithm and produces the SOP image (part f) from the modified initial
conditions (part d). In order to conceal the transmission of a suspicious image of SOP, the sender uses a standard cover image
(part e) and a standard least significant bit based stenographic algorithm for hiding the SOP image (part f) in the cover image.
The resulting image (part g) is transmitted to the receiver.

The receiver uses the same cover image (part e) and the received image (part g) to reproduce the SOP image (part f). Note
that the SOP image (part f) has been produced from the initial conditions with the embedded dot skeleton representation
of the secret image.
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Fig. 6. Initial parameters used by the Sender are: aqp = 0.05, A = 7, « = 0.3, b = 4. The perturbation of one parameter by the Receiver results into an
uninterpretable difference image (a single perturbation of one parameter is used in every part respectively): (a) ag = 0.0501; (b) A = 7.01; (¢) @ = 0.301;
(d)b = 4.01.

Then, the receiver retrieves the parameter ap and generates the random image of the initial conditions by using the
Logistic map (part c). The receiver uses the identical pattern formation algorithm as used by the sender and produces his
copy of the SOP image (part h). The difference image between two SOP images reproduces the secret (part i).

4. Sensitivity of the communication scheme to the perturbation of parameters

As mentioned previously, the presented communication scheme does function at preset values of system’s parameters.
Slight changes of these parameters (when the Sender and the Receiver use different parameters) may compromise the
communication system.

Fig. 6 illustrates the sensitivity of the communication system to slight perturbations; all illustrations represent difference
images in the enhanced contrast mode (similarly as used in Figs. 3-5). Initially, we perturb the random initial conditions.
The Sender uses all system’s parameters as preset in the computational experiment illustrated in Fig. 5 (aqp = 0.05, > =
7, a = 0.3, b = 4)—but the Receiver uses ag = 0.0501 instead of ay = 0.05. The chaotic Logistic map is sensitive to small
perturbations—thus it is natural to expect that the evolving patterns from different initial conditions would result into a
completely different SOP image which is not applicable for the reconstruction of the embedded secret. As expected, the
resulting difference image (Fig. 6(a)) is completely uninterpretable.

The next computational experiment simulates the attack of the parameter A. The receiver mistreats the parameter A by
using A = 7.01 instead of A = 7. The change is crucial enough to make the difference image (Fig. 6(b)) uninterpretable.
Analogously, the competitive parameter « = 0.301 is used instead of « = 0.3. The resulting difference (Fig. 6(c)) is
meaningless. Finally b = 4.01 is taken instead of b = 4 by the receiver. Once again, this results in a failure to obtain a
meaningful difference image (Fig. 6(d)).

5. Concluding remarks

Self-organizing patterns can be used to conceal secret images; reaction-diffusion models and evolutionary spatial
games had been successfully exploited for these purposes previously. However, reaction-diffusion models do require long
transients; evolutionary spatial games are not sensitive to changes in the strategy of a single individual pixel in the initial
state of the system.

It appears that competitively and non-diffusively coupled nonlinear maps help to overcome the drawbacks of the
mentioned communication schemes. The secret image can be embedded into the spatially homogeneous initial state in
a form of a dot-skeleton representation—and far below the noise level of the initial random image. Parameters of the array
of competitively coupled maps can be used as private and public keys—thus enabling an efficient and secure communication
system based on self-organizing patterns.

Other nonlinear competitively coupled maps could be considered instead of the Maynard Smith map. A possible example
could be the Ricker and Hassell maps discussed in Ref. [10], or even some other more complex nonlinear competitively
coupled maps. However, the ability of a coupled map to generate self-organizing patterns is not a sufficient condition for the
construction of the proposed image hiding scheme. It is important that the difference image between the patterns produced
by the non-modified and modified initial conditions would be able to represent the dot-skeleton representation of the secret
information. This requirement is far from being trivial and necessitates an appropriate tuning of systems parameters. The
employment of other nonlinear competitively coupled maps for image hiding applications remains a definite objective of
future research.
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